E-MAIL ENCRYPTION:

Instruction 1. Sending an Encrypted Email using Proofpoint Email Encryption
The following conditions must be true to send an encrypted email using Proofpoint email

encryption:

* Your State Agency’s email server must use Proofpoint as a mail gateway;
* You have a license to use Proofpoint email encryption; and
* You are sending an email to a recipient who is external to your email system.

If the above-listed conditions are true, the sender can type [encrypt] in the subject line of an email
message and the message will be sent encrypted to the recipient. The word [encrypt] can be
anywhere in the subject line and is not case-sensitive. Please see Figure 1 below for an example
of an encrypted email message initiated from a State user who meets the conditions above.
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Figure 1: Example of a State user sending an encrypted email to an Internet address; note the [encrypt] in the subject line
of the email.



Instruction 2: Opening an Encrypted Email that was sent using Proofpoint Email
Encryption

Step 1:

When a recipient opens an encrypted email that was sent from the State using Proofpoint
encryption, the email will appear as shown in Figure 1 below. It will instruct the recipient to open
the attachment called “SecureMessageAtt.html”. The recipient should open this attachment.

Note: If the recipient has problems opening the attachment, they can call the number listed on the
screen, (573) 751-2201, for assistance.

Subject: Testing
¥ Sent By 59‘.. "Janice Roark” <Janice.Roark@oa. mo.gov> On: April 30, 2010 10:07 AM

To: "emailtest7@embargmail.com™ <emailtest7 @embargmail. com =
.| Attachments: | 7] SecureMessageAtt.html (11,2 KB, download)

To view your message, please open the attachment. Do not delete this email if
you wish to view the message again at a later time. If you have problems
opening or retrieving your encrypted email, please contact (573) 751-2201.

Please note that this number is for technical email questions only and should

i J not be used for assistance/questions regarding the subject matter of your

email. For questions relating to the subject matter of your email, please contact

the corresponding State Agency pertaining to your issue,

Disclaimer: This email and its content are confidential and intended solehy for the uss of the
se=. Plesse notify the sender if you have received this email in emor or simphy

delete it.

More Info
Secured by Proofpoint Encryption, Copyright & 2003 Proofpoint, Inc. All ights reserved.

Figure 1: Encrypted Email Message — Email sent from the State to an Internet Address instructing the Recipient to Open
the Attachment

Step 2: When the recipient opens the attachment, SecureMessageAtt.html, they are prompted to
click the button that says “Click to read message”, as shown in Figure 2 below. The recipient
should click the button.

Click to read message

Disclaimer: This email and its content ars confidentizl and intendsd solely for the use of the addresses.
Plzase notify the sender if you have recaivad this email in error or simply delsts it.

More Info

Secured by Proofpoint Encryption, Copyright ® 2009 Proofpoint, Inc. All rights reserved

Figure 2: Recipient is prompted to click the button that says “Click to read message”.



Instruction 2: Opening an Encrypted Email that was sent using Proofpoint Email
Encryption (continued)

Step 3:

If this is the first time the recipient has opened an encrypted message that was sent from the
State using the Proofpoint email encryption system, when the recipient clicks the button to read
message, they will be prompted to register in the Proofpoint email encryption system as shown in
Figure 3a below. This is a one-time registration process. The recipient is prompted to type in their
first name, last name, create a password, confirm the password, and then select a password
reset question and answer. The recipient must complete this information in order to view the
encrypted message.

Note: The password below is a password the recipient will create themselves. The password
entered must be 7 to 20 characters long, with one number required. The recipient should
remember the password they enter on this screen because it will be needed for any subsequent
encrypted messages they open.

Registration

Create your account to read secure email.

Email Address: emaitest7@embargmail.com

First Name: [Test J
Last Name: [user |
Password: |.....I.l... |
Confirm Password; |uuuuou |

Password Reset

Qussiin:: t{gur childhood best friend ] v I

Answer: [Mary |

& Continue

Figure 3a: Recipient is prompted to register in the Proofpoint encryption system by entering their first name, last name,
password, confirmpassword, and password reset question/answer.

For any subsequent encrypted email messages the recipient receives after they have completed
the one time enrollment in the Proofpoint encryption system, the recipient will only be prompted to
enter their password, as show in Figure 3b below.



Instruction 2: Opening an Encrypted Email that was sent using Proofpoint Email
Encryption (continued)

Note: If the recipient cannot remember their password or does not type in their password
correctly, the recipient needs to press the “Forgot Password” button to be prompted to type in the
answer to their password reset question. If the recipient is still unable to log in, they should
contact 573-751-2201 or email itsdassist@oa.mo.gov to have their account reset.
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4 Log in to read your secure message.
Email Address: emailtest?7 @embargmail.com
Password: [eovecss

d:% Forgot Password @ Continue

F'igure 3b: Recipient is prompted to enter their password for any subsequent encrypted messages they receive after the
initial registration.

Step 4:

After registering and/or entering their password, the recipient can view the encrypted message.
If the recipient needs to reply to an encrypted message, the recipient should click the “Reply”
button inside the encrypted message. (The “Reply” button is located under the State Seal.) This

will ensure that the reply to the message is also encrypted.

4 Reply €2 Help 8 Logout
From: Janice.Roark@oa.mo.gov Sent:  Friday, April 30, 2010 10:07:28 AM
To: emaitest? @embargmail.com

Subject:  Testing
a Digital Signature s VALID

This is a test encrypted message.

Powerad by Proofpoint Encryption ™ o

m P P T T T P R T EOEnET
Figure 4: The contents of the encrypted message.




Instruction 2: Opening an Encrypted Email that was sent using Proofpoint Email
Encryption (continued)

Step 5.

The recipient should click “Logout” found in the upper right hand corner of the message. When
the user clicks “Logout”, a “Logged Out” message appears on the screen as shown in Figure 5
below.

You are now bgged oul and can cose this browser window.

1f you wish 10 view yOur S6CuTe MES880¢ 000 ller, Dledse 008 the
SOCUre SRACAMERE 303 09 N M0

Figure 5: Logged Out message



Instruction 3. How to Initiate an Encrypted Email using the Secure Reader URL

If a person who is a non-State employee/non-State email account (i.e. an Internet address such
as hotmail.com,aol.com, embargmail.com) needs to send an encrypted email to a State recipient,
that person can use the following link to send an encrypted email off of Proofpoint:
https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553

Step 1: Open an Internet browser and go to the link:
https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553

The sender will be prompted to enter their email address to proceed, as show in Figure 1 below.
The sender should enter their email address and click “Continue”.

Initiate Secure Email

Please provide your email address to proceed.

Email Address:  |emaittest7@embargmail.com \

& Continue

Figure 1: A sender clicks on the URL to initiate an encrypted email to the State and is prompted to enter their email
address.

Step 2:

The first time a sender initiates an encrypted message to the State using the Proofpoint email
encryption system, they will be prompted to register in the Proofpoint email encryption system as
shown in Figure 2a below. This is a one-time registration process. The sender is prompted to type
in their first name, last name, create a password, confirm the password, and then select a
password reset question and answer. The sender must complete this information to register in
order to send an encrypted message. The sender should complete this information and

select “Continue”.

Note: The password below is a password the sender will create themselves. The password
entered must be 7 to 20 characters long, with one number required. The sender should
remember the password they enter on this screen because it will be needed for any subsequent
encrypted messages they open.


https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553
https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553

Instruction 3. How to Initiate an Encrypted Email using the Secure Reader URL (continued)

Registration

Create your account to read secure email

Email Address: emailtest7@embargmail.com

First Name: [Test |
Last Name: |User |
Password: |eeececccnes |
Confirm Password: [eeeecccncee ]

Password Reset

| our first realjob 1~

Question :

Answer: |Central Bank |

!
I_:igure 2a. Sender is prompted to register in the Proofpoint encryption system by ente}ing their first name, last name,
password, confirm password, and password reset question/answer.

After the sender has registered and selects “Continue”, an “Activation Request Sent” notice, as
shown in Figure 3 below, will appear on the screen informing the sender that an activation email
has been sent to them. This email contains a URL that must be clicked to activate their Proofpoint

email encryption account.

Activation Request Sent

A werification message was sent to vour email address which containz a
URL you must use to activate your account. Once active, you will be able to
2End your 2ECUre Message.

If you do not receive thiz mes=sage within a few moments, please check your
zpam folder or other fitering toolz vou may be using az this activation
mez=age zometimes getz blocked.

Figure 3: The sender will receive an Activation Request Sent notice on the screen



Instruction 3. How to Initiate an Encrypted Email using the Secure Reader URL (continued)

Step 4:

The sender must go into their email account (the email account that they are using to register with
Proofpoint) and open the Proofpoint Encryption Registration email. The sender should click on
the securemail.mo.gov URL within the registration message as shown in Figure 4.

|Subject: Proofpoint Encryption Reglstration
v S B Ly Wt Sout” vervel_dgett@os e gon b O Apd 30, 2013 43 AN
Tir mreadtest ) Contay pas. (oo

Figure 4: The sender will open the registration email and click on the securemail.mo.gov URL presented within the email.

Step 5:
The sender will receive an “Account Activated” message on the screen that says their account
has been successfully activated as shown in Figure 5. The sender should click “continue”.

Account Activated

Your account has been created and activated.

» Continue

Figure 5: Account Activated successfully message appears on the screen

Step 6.

A window will appear that will allow the sender to compose and send an encrypted message, as
shown in Figure 6 below. The sender needs to complete the To field, the Subject field and type in
the text of the message, then press “Send”.
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Figure 6: A window shows allowing the sender to compose an encrypted email message.



Instruction 3. How to Initiate an Encrypted Email using the Secure Reader URL (continued)

Step 7:

A message, as shown in Figure 7 below, will appear on the screen informing the sender that their
message was successfully sent. The sender can either click “New Message” to compose another
encrypted email, or click “Logout” to exit the window.

Message Sent

Your secure message was sent successfully.

To exit click Logeut or close this browser window.

2\ New Message 'ﬁ Logout

Figure 7: A message appears informing the sender that their message was successfully sent. The sender can click New
Message or Logout.

Step 8.

When the recipient receives the message, they simply open the message. Please note that the
message appears with a footer in the text that indicates it was sent encrypted, as shown in Figure
8 below.

From: roarkfamdyd7Qembargnad.com <roarklamdy 07 e mbargmail.com»
To: Sentmersr, Tammy

Sent: Thu Apr 29 14:99:02 2010

Subject: Test Encrypted Message Sent from an Internet Accaunt

Testing Eacryption

Note: This message was oaginally sent securely with Proofpeins Secure Messaging, and has been automatically decrypred for you at the gateway

Figure 8: Example of the encrypted email message as received by the recipient. Note the footer that indicates the
message was sent encrypted and was decrypted automatically at the gateway.

Step 9.

For any subsequent encrypted messages initiated by this same sender, the sender just needs to
click on the URL, https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553, and instead
of receiving the initial registration screen as show in Step 2, the sender will simply be prompted to
type in their password as show in Figure 9 below. The sender should type in their password and
click “Continue”.

Login

Leg in to compose a secure message.

Email Address: emailtest7 @embargmail.com

Password: !o...o......l I

£} Forgot Password 2 Continue

| Al

Figure 9: Sender types in their password to initiate a secure email.




Instruction 3. How to Initiate an Encrypted Email using the Secure Reader URL (continued)

Step 10.

A window will appear that will allow the sender to compose and send an encrypted message, as
shown in Figure 10 below. The sender needs to complete the To field, the Subject field and type
in the text of the message, then press “Send”.
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Figure 10: A window shows allowing the sender to compose an encrypted email message.




